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Critical infrastructure—our power grids, transportation 
systems, water utilities, and communications networks that 
sustain modern life—is the backbone of America’s security 
and prosperity. These systems enable commerce, deliver 
essential services, and connect communities. Their strength 
defines national resilience.

That significance makes them a top priority for foreign 
adversaries. Sophisticated campaigns such as Volt Typhoon 
and Salt Typhoon have already infiltrated operational 
technology (OT) environments across multiple sectors. 
Adversaries are present—probing for vulnerabilities and 
preparing capabilities to act at their discretion.

Meanwhile, the technological environment is advancing 
rapidly. Quantum breakthroughs threaten the encryption that 
protects sensitive systems. Artificial intelligence accelerates 
both the discovery and exploitation of weaknesses. 
Globalized supply chains embed risks deep within hardware 
and sensors spread throughout infrastructure.

This convergence creates a defining moment. By prioritizing 
resilience, Congress can transform today’s vulnerabilities 
into a foundation of enduring national strength—securing 
the systems that power daily life and reinforcing the trust 
that underpins public safety, economic security, and 
national defense.

Resilient 
Foundations

https://www.scworld.com/perspective/infrastructure-is-the-foundation-modernizing-what-serves-and-secures-the-american-people
https://www.cisa.gov/news-events/news/strengthening-americas-resilience-against-prc-cyber-threats
https://www.cisa.gov/news-events/news/strengthening-americas-resilience-against-prc-cyber-threats
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The New Era  
of Vulnerabilities
Critical infrastructure is more interconnected, automated, and data-driven than 
ever before. This modernization drives efficiency and innovation, yet it also creates 
systemic fragility. Identical programmable logic controllers (PLCs), shared operating 
systems, and repeated configurations form a monoculture where a single exploit 
can ripple across entire sectors.

Taken together, these trends reveal a central truth: resilience depends on visibility 
and proactive defense. Leaders must be able to see every device connected 
to their networks, understand how technologies interact, and act quickly when 
vulnerabilities emerge. Continuous monitoring, intelligent automation, and trusted 
supply chains are no longer optional—they are the foundation of resilience in a 
new era of infrastructure security.

At the same time, emerging technologies are reshaping the threat 
environment:  

Post-Quantum Cryptography (PQC)

Advances in quantum computing are moving rapidly toward the ability to break 
widely-used encryption in seconds. Hardware and networking breakthroughs 
from leading chipmakers are accelerating this reality. Preparing critical 
systems for PQC is no longer theoretical—it is an essential step to safeguard 
the confidentiality and integrity of infrastructure in the years ahead.

Artificial Intelligence (AI)

AI accelerates the discovery of device-specific vulnerabilities and enables 
adversaries to scale attacks across similar systems nationwide. Yet AI also 
strengthens defense. Predictive analysis can identify weaknesses before 
they are exploited, automated patching can speed remediation, and intelligent 
decoys can redirect attackers. AI will either destabilize defenses or serve 
as a force multiplier for resilience.

Light Detection and Ranging (LiDAR)

LiDAR provides high-resolution 3D mapping that improves efficiency and 
safety in transportation, logistics, and port operations. Sensors sourced from 
adversarial supply chains, however, risk embedding vulnerabilities deep within 
infrastructure. Trusted sourcing and secure integration can ensure LiDAR 
delivers its benefits without becoming an avenue for espionage or disruption.

https://www.defense.gov/News/Releases/Release/Article/4220945/darpa-calls-on-industry-to-assist-with-improving-strengthening-dod-cybersecurity/
https://www.defense.gov/News/Releases/Release/Article/4220945/darpa-calls-on-industry-to-assist-with-improving-strengthening-dod-cybersecurity/
https://www.scworld.com/perspective/embedded-risks-securing-americas-infrastructure-from-foreign-controlled-lidar
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Congressional Responsibility
The federal government—and Congress in particular—has a 
unique role in safeguarding critical infrastructure. Leadership 
from Washington can ensure that resilience is prioritized, 
funded, and coordinated across all levels of government. 
Proactive leadership strengthens trust, protects stability, 
and prevents cascading disruption.

Current federal investments in infrastructure security 
mark important progress, but gaps remain, especially at 
the state and municipal level. Smaller communities, which 
often operate with limited resources and expertise, can 
become entry points into larger interconnected systems. 
Extending support to these jurisdictions is essential for 
national resilience.

Congress has the opportunity to close these gaps through 
sustained funding, targeted technical assistance, and 
legislation that accelerates modernization. A comprehensive, 
whole-of-nation approach—federal leadership combined 
with local execution—ensures that every community 
contributes to a secure foundation. The right legal, policy, 
and budgetary frameworks can transform infrastructure 
protection from fragmented efforts into a coordinated 
national strength.
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A Roadmap  
for Resilience
Resilience is built through deliberate action. A clear roadmap can guide Congress, 
infrastructure operators, and communities toward a stronger foundation:

Lead with Urgency

Recognizing the scale of the challenge is the starting point. Transparent 
communication about evolving risks and the proactive steps underway creates 
shared awareness and builds the consensus needed for sustained action.

1

Invest in Modernization

Establish multi-year funding streams dedicated to infrastructure resilience. 
Prioritize sectors and communities with the highest risk and least capacity, 
ensuring resources flow where they can deliver the greatest impact. 
Investments should accelerate PQC-ready systems, expand AI-enabled 
defenses, retrofit outdated OT environments, and develop the skilled 
workforce required to secure them.

2

Strengthen Local Capacity

National resilience depends on the ability of every community to defend 
its lifelines. Technical assistance, public-private collaboration, and 
training programs can ensure even the smallest jurisdictions contribute to 
collective security.

3

Engage and Educate

Public awareness is essential to sustaining political will. Highlighting successful 
protection initiatives, showing the value of investments, and demonstrating 
how resilience benefits daily life reinforce trust and ensure accountability.

4

Together, these steps form a blueprint for resilience. They 
transform vulnerabilities into opportunities for strength, ensuring 
that America’s lifeline systems remain secure, reliable, and trusted 
in the face of accelerating change.
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America’s critical infrastructure sits at the intersection of 
rising threats and historic opportunity. The technologies 
shaping this new era—quantum, AI, and intelligent 
sensors—will determine whether vulnerabilities expand 
or unprecedented strength is built.

Congress holds the responsibility to lead with foresight. 
By acting now, investing in modernization, and sustaining 
national commitment, it can secure the systems that sustain 
our daily life and strengthen the trust that underpins security, 
prosperity, and freedom.

This is the defining moment for American resilience. Seizing 
it ensures the backbone of the nation remains strong for 
generations to come.

The Defining 
Moment for 
American  
Resilience
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